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by Charoes Huang et al.
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Published: 5 May 2026
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Published: 30 March 2026
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Journal of Cybersecurity and Privacy is an international, peer-
reviewed, open access journal on all aspects of computer, systems,
and information security, published bimonthly online by MDPI.

. — free for readers, with article processing
charges (APC) paid by authors or their institutions.

e High Visibility: indexed within ESCI (Web of
Science), Scopus, EBSCO, and other databases.

¢ Rapid Publication: manuscripts are peer-reviewed and a first
decision is provided to authors approximately 21.5 days after
submission; acceptance to publication is undertaken in 4.8 days
(median values for papers published in this journal in the second
half of 2025).

e Journal Rank: CiteScore - Q1 (Computer Science
(miscellaneous))

e Recognition of Reviewers: APC discount vouchers, optional
signed peer review, and reviewer names published annually in the
journal.

e Journal Cluster of Information Systems and
Technology: Analytics, Applied System Innovation,
Cryptography, Data, Digital, Informatics, Information, Journal
of Cybersecurity and Privacy and Multimedia.
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Latest Articles

A Multi-Group Usability Evaluation of a Human-Centred Privacy
and Permission Management Framework (MIDA)

34 pages, 4530 KB

by Nourah Alshomrani, Steven Furnell, Helena Webb and
Alejandro Guerra-Manzanares

Abstract Users encounter privacy and permission settings across
digital platforms, yet often struggle to understand, locate, and
manage them effectively. Despite regulatory efforts such as the
General Data Protection Regulation (GDPR) and platform
mechanisms like App Tracking Transparency, these challenges
persist due to interface [...] Read more.

(This article belongs to the Special Issue Current Trends in Data
Security and Privacy—2nd Edition)

» Show Figures

56 pages, 596 KB

Systematic Artefact-Based Review of Government Digital
Identity Programmes: Alignment, Maturity and Transparency

by Matthew Comb and Andrew Martin

Abstract Digital identity is increasingly treated as foundational
infrastructure for digital economies and public services, yet national
approaches remain fragmented and difficult to compare. This study
presents a PRISMA-guided systematic artefact-based review of
government digital identity programmes, using programme-relevant
government artefacts as the review [...] Read more.

(This article belongs to the Section Privacy)

» Show Figures

18 pages, 19243 KB

Design and Implementation of a Microgrid Testbed for
Cybersecurity Analysis and Resilience Testing

by Joseph Mikkelson, Dominic G. De La Cerda, Yanwei Wu and
Xiaoguang Ma

Abstract A microgrid is a localized distribution network composed
of electricity users who have access to local renewable and other
energy sources. While the utility grid plays a critical role in the
nation’s economy, security, and the well-being of its residents,
connecting microgrids to [...] Read more.

(This article belongs to the Special Issue Building Community of
Good Practice in Cybersecurity)

» Show Figures

29 pages, 5329 KB

Connecting the Dots: A Systematic Literature Review of
Explainable Al, Cybersecurity, Human-Centered Design and
Edge Computing

by Gaia Cecchi, Fabrizio Benelli, Mario Caronna,

Giulia Palma and Antonio Rizzo

Abstract The incorporation of Artificial Intelligence (Al) into
cybersecurity has become widespread, largely propelled by the
emergence of Generative Al (GenAl) and Large Language Models
(LLMs). While these technologies promise to revolutionize threat
detection, they introduce profound challenges regarding
explainability, trust, and deployment feasibility [...] Read more.
(This article belongs to the Section Security Engineering &
Applications)

» Show Figures

37 pages, 10145 KB

Feature-Engineered Trojan Malware Detection on Windows-
Based loT Gateways Using a Custom Deep Neural Network and
Automated Monitoring Pipeline

by Mazdak Maghanaki, Mohammad Shahin, Soraya Keramati,

F. Frank Chen and Enrique Contreras

Abstract The growth of Internet of Things (IoT) environments has
expanded the attack surface of modern systems. Trojan attacks are
a major challenge as they evade conventional detection
mechanisms and operate silently within legitimate processes. This
paper presents an automated Trojan detection framework for [...]
Read more.

(This article belongs to the Section Security Engineering &
Applications)

» Show Figures

37 pages, 1721 KB

Recovering Error-Free Cryptographic Keys from Noisy Quantum
Key Distribution and Independent Eavesdropper Detection on
the Receiving End

by Dina Ghanai Miandoab, Brit Riggs, Nicholas Paul Navas and
Bertrand Cambou

Abstract This work considers the performance and feasibility of a
challenge-response pair (CRP)-based key generation method
integrated with multi-wavelength Quantum Key Distribution (QKD). In
this design, Alice and Bob use independently derived information
from the CRP mechanism to encode and recover the key without
[...] Read more.

» Show Figures

43 pages, 752 KB

Recursive Augmented Fernet (RAF) Token: Alleviating the Pain
of Stolen Tokens

by Reza Rahaeimehr and Marten van Dijk

Abstract A robust authentication and authorization mechanism is
imperative in modular system development, where modularity and
modular thinking are pivotal. Traditional systems often employ
identity modules responsible for authentication and token issuance.
Tokens, representing user credentials, offer advantages such as
reduced reliance on passwords, [...] Read more.

(This article belongs to the Special Issue Applied Cryptography)

» Show Figures

36 pages, 814 KB

Phase-First Gaussian Modulation for Resilient Continuous-
Variable Quantum Communication Under Adversarial
Disturbances

by José R. Rosas-Bustos, Jesse Van Griensven Thé,
Roydon Andrew Fraser, Nadeem Said,

Sebastian Ratto Valderrama, Mark Pecen,

Alexander Truskovsky and Andy Thanos

Abstract Continuous-variable quantum communication (CVQCQC)
operates under finite-resolution inference (finite data windows,
calibration uncertainty, and estimator tolerances) and hardware
control/readout limits that can be exploited by structured and
adversarial disturbances. We study a feedback-inspired phase-
space modulation strategy for implementation-layer resilience under
DoS-like receiver-observable stress [...] Read more.

(This article belongs to the Section Cryptography and Cryptology)

» Show Figures

32 pages, 2513 KB

CryptoKANs+: KAN-Inspired Self-Learning Polynomial Networks
for Efficient Privacy-Preserving Machine Learning

by Omar Tahmi, Chamseddine Talhi and Hakima Ould-Slimane

https://doi.org/10.3390/jcp6030086

Abstract Processing sensitive data in cloud-based neural networks
raises privacy concerns, which Homomorphic Encryption addresses
by enabling privacy-preserving machine learning. In our previous
work, we introduced CryptoKANs, enabling efficient Kolmogorov-
Arnold Network (KAN) inference over encrypted data via polynomial
approximation of spline-based activation functions using [...] Read
more.

(This article belongs to the Topic Recent Advances in Artificial
Intelligence for Security and Security for Artificial Intelligence)
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